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BBeaenue

Hacrosimee pykoBOJACTBO NpeaHA3HAYEHO IS O3HAKOMIICHHS IOJIB30BATENs ¢ PabOTOM

nporpammuoro odecneuenust «Kouduryparop ITJIK UZOLA» (zanee I10).
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1 OBINUE CBEIEHUSA

[Mporpammuoe obecnieuenue «Kouduryparop ITJIK UZOLA» (I10) npexnaznaueHo s
HACTPOMKHU CeTeBbIX MHTEP(ENCOB U HACTPOUKH MPOrpaMMHUPYEMOT0 JIOTHYECKOI0 KOHTPOJIepa
UZOLA PRO100 (manee I1JIK) Ha ypoBHE HOJIb30BaTEIS.

[Tporpamma KOH(UTypaIK CETEBBIX HHTEPPEHCOB COCTOUT U3 IBYX YaCTEeH — CepBEpHOM
U KmeHTcKoi. CepBepHas 4acTh YCTaHABIMBAETCS HA YAAJICHHBIM KOHTPOJUIEP IPOU3BOIUTENIEM.
KimeHTckasi yacTh ycTaHaBIMBaeTCs Ha KIHEHTCKyl ManmHy ¢ Windows, depe3 KOTOpYro
OTJAIOTCS KOMaH/bl YIPABICHHUs CEPBEPHOM YacTbi0 MpUIIOkeHHsA. KIMeHTCkoe MpuiioKkeHHue
IpeJOCTaBIISICT YAOOHBIH rpaduueckuid MHTEpQeiic A ynpaBieHUs CEPBEPHOI YacCThIO.

B cucreme cymiecTBYIOT TpH KAaTEropuu IMOJIb30BaTeIeH — aJIMUHHCTPATOPHI, OObIYHBIC
T0JIB30BATEIIH M COTPYIHUKH CITyKObl HHpOpMannoHHoit 6e3omnacHoctu (CUB).

AJZIMUHUCTPATOP MOXET:

- pelakTUPOBATh MapaMeTpbl UHTEP(HENHCOB;

- paboTaTh ¢ JOraMH | JTUICH3USMU,

- BRITPYKaTh HHPOPMAIIUIO O MOJIB30BATEIX,;

- pelakTUPOBATh CIIUCOK MOJIb30BaTENeH;

- HaCTpauBaTh Yachl;

- OOHOBIISITH CHCTEMY,

- IPOU3BONUTH COPOC CETEBBIX HACTPOECK K 3aBOJICKHUM;

- nobaBnsATh HoBepeHHble USB-ycTpoiicTBa;

- HaCTpauBaTh NapoJIbHbIE MOJIUTUKY,

- HACTpaMBaTh CETEBOI dKpaH yepes iptables.

OObIYHbIE MOJIB30BATENN MOTYT:

- IPOCMATPHUBaTh U KOMMMPOBATh MH(OPMALIHIO O CETEBBIX MOPTaX.

OOBbIuHBIE MOJIB30BATENN HE MOTYT:

- pelaKTUPOBATh MMapaMeTpbl UHTEP(EHCOB;

- paboTath C JTIOTaMH U JIUIIEH3USIMHU;

- BBITPYKaTh UHPOPMALIUIO O MOJIH30BATENX;

- pelaKTUPOBATh CIIUCOK MOJIb30BaTENeH;

- HACTpaMBaTh YacHl;

- OOHOBJISITH CUCTEMY,

- IPOU3BOIUTE COPOC CETEBBIX HACTPOEK K 3aBOJICKHUM,;

- no6aBiATh noBepeHHble USB-ycTpoiicTBa,

- HaCTpaMBaTh NAPOJIbHBIC ITOJINTUKH,
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- HACTpaMBaTh CETEBOI dKpaH yepes iptables.
Cotpynuuku CUB moryT:

- PEIaKTHPOBATH MapaMeTPbl HHTEP(EHCOB;

- paboTaTh C JOraMu ¥ JTUICH3USIMHU,

- BBITPYKaTh UHPOPMAIIUIO O MOJIb30BATEISX.
Cotpynuuku CUB He moryT:

- pelaKTUPOBATh CITUCOK MOJIb30BaTENICH;

- HACTpaMBaTh YachHl;

- OOHOBIISATH CHCTEMY;

- MPOU3BOJIUTH COPOC CETEBBIX HACTPOCK K 3aBOJICKUM;
- nob6aBnsTh noBepeHHble USB-ycTpoiicTBa;

- HACTpaMBaTh MAPOJILHBIC TIOJTUTUKH,

- HACTpaMBaTh CETEBOI dKpaH yepes iptables.

2 HOAI'OTOBKA K PABOTE

K pabote nmomyckaroTcs cucTeMHbIe aIMUHUCTPATOpbl U paboTHUKH ciiyk0 ACY TII u

KUIInA skcmtyaTUpyOIKUX OpraHu3aiuil.

[Tepen Ha4aIOM yCTAaHOBKH MPOTPaAMMBbI YOSAUTECh, UTO:
- Ha KOMITBIOTEP yCTaHOBJIEHA onepanuonHas cucrema Windows, Bepcuu He Hioke 10;
- kommneiotep u I[TJIK moakmouens! k cetu Ethernet;

Z[eﬁCTBH}I, OIMCaHHBIE B JTOM HHCTPYKIUH, ABJIAOTCA OSTAJIOHOM YCTAHOBKU

nporpaMmHoro obecnieuenust «Kouduryparop ITJIK UZOLA».

JIro60oe OTKIIOHEHHE OT aJrOpUTMa JEHCTBUII MOXET MPUBECTH K HENpPaBUIbHOW paboTe

MporpaMmMHOTO obecrnieueHus.

HEJIB34:

o OTKIIOHATHCS OT AITOPUTMA JICHCTBUIA;

e [[ponyckars maru HHCTPYKLWH;

e BBOAUTH HEBEPHBIE TAHHBIE WU JaHHBIE, B BEPHOCTH KOTOPBIX BBl HE YBEPEHBI;

L4 3aHy0KaTB HECKOJIbKO KOMHUM nporpaMMHOIO obecrnieueHuUs IMyTECM IMOBTOPHOI'O 3aITyCKa

UCTIONIHsIeMOTro (haiina.
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3 YCTAHOBKA 110

3.1 3anmyctuth ycranoBouHslid maker 110, u3 xommuiekra nocraBku [UJIK, ¢ HazBanuem

«Uzola-PLC-config-installer-X-X-X.exe».

3.2 Ilocrie 3amycka yCTAaHOBIIUKA CIICIYHTE €ro yKa3aHusaM (pucyHok 1).

3.3 Ilocne ycraHoBKU B MeHIO «[lyck» MOSIBUTCS Tarka MPHIOKEHUs (10 YMOIYaHUIO —

“Uzola”), oTkyaa MOXHO 3aIyCTUTh IPOrpaMmy.

3.4 AnbTepHAaTUBHO, MPOrpPaMMy MOXKHO 3alyCTUTh M3 TMalKH, KyJa oHa Oblia

ycranosieHa. Ha3zBanue ncnoaaureapHoro daiina — «Win-netcfg-client.exe».

YcranoBka - Uzola PLC Config Client Eij

[Nobpo nowanosaTh B MacTep ycTaHoskk Uzola PLC Config Client.
Ycranoeka - Uzola PLC Config Cli...

Katanor ycraHoskm

BriGop KOMNOHEHTOE
JIMUEHINCHHOE COrNaLLEHNE
Apneikn med "Tlyck

BcE roToeo k YCTaHOBKE
¥cTaHoeka

33EEpPLUEHD

Pucynok 1 — HayanbHOe OKHO yCTaHOBIIIMKA

4 PABOTA

4.1 Tlocne 3amycka mnporpamMmbl Ha OJKpaHE KOMIIBIOTEpAa IOSIBUTCS TJIaBHOE OKHO

NpUIOKEHHS (PUCYHOK 2).
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Neiicteua Onuun MomoLws

Crwcok MK (1)

Cnncok nHTepdeicos

PRO100 (6A:3A:05:F8:B6:24)

Ethernet:
Eth1
Eth2
USB:
USB 1
USB 0T
RS-485:
Coml
Com2
CAN:
canl
canl

3annce MMEHKN 1 agpeca wanwsa

Wraa FLNK

192.168.5.255 Mo nogcetn

Lntoz

I

cKEHHpOBEHHE CETH

PRO100 (6A:3A:05:F8:B6:24)

| [192.168.1.1

L[s] L

3anucate nma

Eth1

3anucate N3

I

Norwn cobermmii
MpocmoTp neroe

Beirpyzsute norun

JnueHznm
3arpysnTe NMLEH3MHD
Kondurypauna
CoxpanuTe & daiin

Mpoune gelicTena

€y, Bnoknpoeka HacTpoek

CBpoc CETERRIX HACTPOEK

Monssoeatenn

Mepesarpysute MK

12

ﬂMLI,EH_"MH HEAKTWEHE.

IP-agpec Macka

[192.168.1.110 |[255255.255000 | /|4 ]

[ pHep 3anncats

MAC-agpec Cratyc nopta
Cocroanme: Brnrouen

BAIBADSFEBE:24 |

BelknmounTte nopt

H

Ounctute noru

Beirpysute sysleg

Brirpyzute req.lic

3arpysuTe us daiina

HH

OBHDBWTE AaHHEIE WHTepdeiica
OBHOBUTE CHCTEMY
HacTpoiikn yacos

Hactpoiika iptables

Beog ws ceaHca Bexog

PI/ICYHOK 2 — 'maBHOE OKHO MMPUTTOKCHUSA

4.2 B T1aBHOM OKHE TNPHIOKEHHs HaxaTh KHONMKY «CkaHupoBanme cetu» (1).

CkaHMpOBaHUE MOKET BBINOJHATHCS Yepe3 IMHUPOKOBEIIATENIbHBIN 3a1poc, TU00 10 KOHKPETHON

HojICeTH. DTH apaMeTpbl MOXKHO 3371aTh B hopmax psiom ¢ kHonkol (1). [Tocie HaxkaTHst KHOIIKH

IIPWIOKEHNE TPOCKAHUPYET CETh Ha HAJUYHUE YCTPOWCTB C CEPBEPHOM YACThIO IPOrPaMMBI U

BBIBEJIET pe3yibTarhl B 0kHO «Crrcok TTJIK» (2).

4.3 Haxxatp Ha ums koHkpeTHoro [TJIK u3 cnincka (2) Ui HOAKITIOYEHUS K HEMY .

4.4 B nosiBUBLIEMCS] OKHE BX0/1a B YYETHYIO 3alIHCh HEOOXO0IMMO BBECTH JIOTUH U NApOJIb

TOW YYEeTHOM 3amucH, oA KoTopoil Ber xotute 3aiiti (pucyHok 3). [lepBoHaYanbHBIN JIOTHH U

[apoJib AT pa3paboTUUKU MPUIIOKEHUS

- JIoruu: admin;

- [Tapons: admin.

Usm.
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Norun |a|:|rr1ir1 |

Mapone || O |

| QK | CTrmena

Pucynok 3 — OkHO BXOJ1a B YYETHYIO 3aIHCh

Jlanee noap30BaTelb ¢ IpaBaMU aJMUHUCTPATOPA MOXKET UX U3MEHUTh.

[Tocne ycmemHOro BXOJa B y4eTHYI 3amuch B OkHe «Crucok wuHTepdeiicoB» (3)
BBIBEIYTCsl Ha3BaHUsS Bcex oOHapyxeHHbIX Ha [TJIK munTepdeiicoB. Bmecte ¢ aTum B Giioke (4)
«3anuch UMEHU U aJipeca MUTI03a» 3arnoiaHuTcs noie ¢ umenem [JIK.

Kpome Toro, mpuioxenue moxyduT uHbopmarmioo o craryce junensuu [10 na TIK.
WNudopmanus 06 3T0M OTOOpasuTCs B JCBOM HIDKHEM yriay okHa mnpuioxenus (12). Eciwm
JMIICH3Usl HEAKTUBHA, 3TO OyJeT JOTOIHHUTEIBHO aKIEHTHPOBAHO MPHIIOKEHHEM; KPOME TOTO,
OHO BBIBEJICT MPEAYIPEKIACHUE, UYTO paboTa BO3MOKHA TOJIbKO B TedeHue 30 munyt. [Mms [TJIK]
u [[1I1r03] 11 BBIXOJ@ BO BHEIIHIOK CETh MOXHO CMEHHUTH C IMOMOIIBIO KHOMKH «3aIlUCaTh» B
omoke (4).

4.5 U3 cniucka unTepdeiico (3) BHIOpaTh KOHKPETHBIH HEOOX0oaAUMBIN uHTepdeiic. [Ipu
ATOM 3aMOJIHUATCS HH()OPMAIIOHHAS MTaHENb B TIPABOM YaCTH IIABHOTO OKHA MPHJIOKEHHUS.

bnoku «Eth-mopt» (5) 1 «MAC-aapec» (6) aktuBHBI ToJBKO T Ethernet-mopra. B 61oke
(5) orobpaxarorcss mmsi Ethernet-mopra (B 3aromoBke Oi0ka), ip-agpec mopra W €ro macka
HoJICeTH. 3HAYCHUS IP U MaCKd MOYKHO U3MEHHUThH C ITOMOIIbIO KHOIIKH «3amucarh». B 6ioke (6)
oroopaxaercs MAC-anpec nopra. DTa nHGOPMAIUS JOCTYITHA JIJIsi KOTMPOBAHUS, HO U3MCHUTH
€€ Hemb3sl.

brok «Cratyc mopta» (7) AOCTYIIeH Uil BCEX BUIOB MOPTOB. 3/1€Ch MOKHO BKITFOYHTH UITH
OTKJIFOYUTH MOPT, TUTIOC 37IECh JKe 0ToOpaxaeTcs Tekyuiee «Bxi/Boikia» cocTosiHue mopTa.

4.6 B Onoke «Jlorum coObituii» (8) MOXHO HPOCMOTPETh JIOTM 3HAYMMBIX COOBITHIA
KOH(HTypaTopa Ha cepBepe, OYNCTUTH UX, a TAK)KE BBITPY3UTHh BCE JIOTH C cepBepa B (aiin Ha
JIOKAJIbHOM MalluHe.

4.7 Ecnu ¢ munensueit Ha [TJIK Bce B mopsiake, To 60k «JIumensus» (9) He akTHBEH.

Ecau na IJIK oTcyTCcTBYET IMIIEH3MS, TO, BO-TIEPBBIX, HHPOPMALIHSI 00 3TOM 0TOOpA3UTCS
B HIDKHEM JIeBOM yTi1y okHa (12), BO-BTOPBIX, CTaHYT aKTUBHBIMH KHOTIKU B Oyioke (9).

Uto0s! 3arpy3uTh Gaiin JumeH3uu ¢ gokanbHoi MamuHbl Ha [IJIK HeoOxoauMo HaxaTh
KHOTIKY «3arpy3uTh JIMIECH3UIO.

Knormka «Beirpy3uTs req.lic» coxpanseT Ha JokanbHy0 MamuHy ¢daitn (s kaxmoro [TJIK

CBOM), KOTOPBIH MO3BOJISIET CTEHEPUPOBATD JIUICH3HIO.
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4.8 llnst Toro, 4To0OBI COXPAaHHUTh TEKYIIyI0 KoHpurypaiuio cereBbix HacTpoek [IJIK B
¢aiin Ha JOKaJBHOM MalIMHE HEOOXOIUMO HakaTh KHONKY «CoxpaHuTh B (ailm» B Onoke
«Konduryparus» (10).

J11s TOro yToOBI BOCCTAaHOBUTH KOH(UTypaluio ceTeBbix HacTpoek [1JIK u3 coxpanennoro
daiina HeOOXOMMO HaXKaTh KHOIKY «3arpy3uth u3 ¢aiina» (10).

49Tlo ymomuanuio mapamerpbl Ethernet-mopra 3ampemieHo penakTHpoBaTh, YTOOBI
3alIUTUTh UX OT CIy4ailHOTO M3MEHEHUs. UTOObI BKIIOYUTH BO3MOXKHOCTh UX PEIaKTUPOBAHHS
ClIe/yeT CHavaia HaXkaTh Ha KHOIKY «BJoKipoBKa HacTpoek» B 0soke «IIpoune neiicteus» (11)

Uro6bl mociiaTh MOBTOPHBIA 3ampoc Ha Mepefady AAHHBIX M0 TEKylleMmy uHTepdeiicy
oOHoBNeHHE (HOPMBI HOBBIMH JaHHBIMH HEOOXOIMMO Ha)kKaTh Ha KHONKY «OOHOBUTH JaHHBIC
uHTepdeiicar».

Jns copoca cereBbix HacTpoek I1JIK k 3aBoackuM HE0OX0aUMO HaxaTh KHONKY «CoOpoc
CETEBBIX HACTPOECKY.

it OOHOBJICHHSI CHCTEMBI Ha CEpBEpe HEOOXOIMMO HaXKaTh KHONKY «OOHOBHTH
cucremy». [losiBUTCsI OKHO 0OHOBIICHUs cucTeMbl (PucyHok 4). [lanee Heo0X0AUMO yKa3aTh MyTh
K apXMBY ¢ OOHOBJIEHHEM M HakaTb KHONKY «OOHOBUTH». HauHeTcs mpolecc 3arpy3ku apxuBa
Ha cepBep U nocneayomero oonoiaenus. Korna odHoBiIeHHe Oy1eT 3aBepIlIeHO, CTPOKa cTaTyca

oOHoBHTCS Ha «CTaTyc: OOHOBIIEHUE 3aBEPIICHO.»

| | | CTepbiTe OBHOBWTE

]
IS Cratyc
S
3
<
',:8 PucyHnok 4 — OxkHO OOHOBJICHHUSI CUCTEMBI
Kunonka «llons30BaTenn» OTKPHIBAET OKHO YIPABICHUS YYETHBIMH  3alUCAMH
N o
'S, nonb3oBarenell (Pucynok 5) Ha tekymiem ITJIK. B OTKpbIBIIEMCS OKHE MOXXHO J00aBIATH U
S}
: YIAIATh M0Jb30BaTeNnei. JIBOMHON KIIMK I10 CYIIECTBYIOIIEH 3alMCH TTO3BOJISIET CMEHUTD MapOJIb.
I
= IIpy mepBOM 3almycKe pEKOMEHIYETCs CMEHUTh Mapojb [0 YMOJYAHWK) HAa HECTaHIApPTHBIM.
N Takxe B 9TOM OKHE OTOOpa)KaroTCsl aTa CMEHBI MAPOJIsl M KOMTUYECTBO JHEH, OCTABIIUXCS JI0 €T0
B MPUHYIATEIBHON CMEHBI.
3
0
]
§
S
3
£
S
S
S
< /ucm
S MITBP.421457.00113
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NorwvH Mapone Panr [Jara napons AHen go cmeHbl

12

2 user ITIIY [None3oBaTENL 10.03.2025

Nervw Mapone Panr

| || CF || AgMWUHWCTpaTop v

I JAoBaenTe | ¥aanute J3KpEITE

PucyHnok 5 — OkHO ynpaBieHUs y4€THBIMH 3alIMCSIMU 110JIb30BaTeNe

Knonka «HacTpoiky 4acoB» OTKpPHIBAET OKHO HACTPOMKH CHCTEMHBIX YacOB cepBepa
(PucyHnok 6). KHomnka «YCTaHOBHTH» yCTaHABIMBAET Yachl cepBepa Ha YKa3aHHOE 3HAYCHHE.
«YCTaHOBUTH BpEMs OIIEpPaTOpa» yCTAHABIIMBACT YacChl CEPBEpa HA TO K€ BpPEeMs, UTO ceildyac Ha
KIMEHTCKOW MamuHe. Kpome Toro, TOCTYITHBI TP ONIIUU CHHXPOHU3AINY BPCMCHU

- cuaxponm3anus ¢ NTP-cepsepowm;

- CHHXPOHU3AIUS C BHEIIIHUM YCTPOWCTBOM;

- OTKJIFOYHMTH CHHXPOHU3AIHIO.

Taxxe MOKHO 3a1aTb MUHUMAJIbHOC U MAKCHUMAJIbHOC BpCMs ICPUOJa CHHXPOHU3ALIUU.
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[Eos2024 080354 [3] | YcranosuTs |

|13.06.2024 02:03:54 | YeTanosmTe

|UTC+DB:DD ‘ ¥cTaHoEWTE BpEMA ONepaTopa

Yacoeol noac

(UTC+03:00) Mockea, Munck, Bonrorpag w

¥cTaHoBWTE HaCoBOW NoAC
MapameTpbl CHHXPOHW3ALMN
CuHxpoHusnpoeate ¢ NTP-cepeepom ~

MapameTpel cuHxpoHuzaumn ¢ NTP-cepeepom

MTP-cepeep

184.190.168.1

3anacnoi NTP-cepeep

|ntp.ubuntu.cur‘n

Bpema cuHxpoHnsaumi

Min |32 | Max 2048

MapameTpel cunxporuzaumn ¢ USB-anTtenHoi

Cnucok USB-ycTpoiicTe
ush-Prolific_Technology_lnc._USB-5erial_Controller_D-if00
Cropocts 4800 BuT/C

CuHXpOHMZNpOBaTE

|UTC+DB:DD | ¥cTaHoBWTE BpEMA oNEpaTopa

Yacoeoi noAc

(UTC+03:00) Mockea, Munck, Boarorpaa e

¥CTaHOBWTE 43COBOW NOAC
MapameTpel CUHX POHUZALMN
CMHXPOHW3MPOBATE C BHELLUHWM YCTPOHCTECM w
Mapametpel cubx poHuzagumn © NTP-cepeepom
MNTP-cepeep
14

=]
=1
==

0.168.1
3anacHoi NTP-cepeep
ntp.ubuntu.com
Bpema cuHxpoHHzaLmm
Min 32 Max 2042
Mapametpbl cuHx poHnzaummn c USB-aHTeHHol
Cnwncok USB-ycrpoiicte

usb-Prolific_Technology_lnc,_USB-5erial_Controller_D-if00

Cropocte BuT/c

CHHXpOHWINPOBATE

Pucynok 6 — OKHO HaCTPOMKH CHCTEMHBIX YaCOB CepBepa

J171st TOro 94TOOBI YCTAaHOBUTH cMcTeMHOe Bpema MNJ1K Ha 3HaueHue, BbICTaB/IeHHOE B NoJse

cneBa OT KHOMKW, HeO6XO,CI,MMO HaXaTb KHOMKY «YCTaHOBUTL».

Uto06w1 ycTanoBuTh cuctemMHoe Bpems [1JIK Ha To ske BpeMs, 4TO Ha MalIuHe orepaTopa

HEO0OXO0IUMO HaXaTh KHOIIKY «YCTaHOBUTb BpemMsA onepaTopa.

Jlnst yctanoBku yacoBoro nosica Ha [1JIK Heo6xoauMo BeIOpaTh B BBIMAIAIOIIEM CITUCKE

«YHacoBo# MOsIC» HYKHBIA U HAKaTh KHOIIKY «Y CTAHOBUTbH YaCOBOM IOSIC».

B BhITagaroiieM CHHUCKE «HapaMeTpLI CUHXPOHU3AIUU» MOKHO BLI6paTB OIWH U3 NBYX

pexxuMoB — «cuHxpoHM3anus ¢ NTP-cepBepom» u «cuaxponuszanus ¢ USB-anteHHO».

B pexume «cunxponuszamusi ¢ NTP-cepsepom» noctymHbl HacTpoiiku ajgpecoB NTP-

CEpPBEPOB M BPEMEHH CUHXPOHU3ALINH.

B pexume «cunxponuszamnus ¢ USB-anTeHHOI» nocTyneH BbIOOp yCTPOHCTBA U3 CIHCKA

nonkaoueHHbIX K ITJIK u ckopocTs.

[Tocne BICTaBIEHHUS HACTPOEK ClEIyeT HaXaTh KHOMKY «CHHXPOHU3HPOBATH», KOTOPAs

otaact [IJIK komanay Ha CHHXpOHHM3AIUIO ¢ JaHHBIMM [apaMeTpaMU.

Usm.

Mucm|  N° dokym, flodn. | Aama
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[lodn. u dama

WHB. N° dyon.

Bzam. uHB. N°

llodn. u dama

Wb, N° noann.

OKHE MOXXHO TOCBUIaTh KOMaH[bl cTaHaaptHod yruinute iptables ma ITJIK. B mone «OtBer»

[Ipu Haxxatum Ha kHOTIKY «Ilepezarpy3uts [IJIK» npoucxoaut nepesarpyska [1JIK.

Kuomnka «Hactpoiika iptables» Bei3biBacT okHO HacTpoiiku iptables (pucynok 7). B atom

BbBIBOOUTCA CTATYC onepaunﬁ HJIM OLIMOKH.

410B BCPXHEM MCHIO I'NIaBHOI'O OKHa ITPHJIOKCHHA PACIIOJNOKCHBI KHOIIKH (<I[eﬁCTBHH>>,

Komanaa gna iptables

| I OTtnpaenTe

Creer

Pucynok 7 — OkHo HacTpoiiku iptables

«Onuum» u «I[Tomomurs» (010K 13 prcyHOK 2).

USB-ycTpoiicTBo», «BeIrpy3uTh nH(OpMAaIHio o monb3oBatessix» U «Padora ¢ CAN-muHON».

rae yepes ykasanue Vendor ID u Product ID moxuo no6aButh moBepenHoe USB-ycTpoiicTBO

B BrinagaronieM MeHIO KHONKHU «JleHCTBUSA» HAXOAATCS KHONKH «J[00aBUTH TOBEpEHHOE

4.10.1 TIpu Haxxatuu Ha «J{00aBuTH HOBepeHHOe USB-ycTpoiCTBO» BBI3BIBAETCS OKHO,

(pucyHoK 8).

4.10.2 Tlpn HaxxaTnu Ha «BHIrpy3uTh WHPOPMALKIO O MOJB30BATEISX» IpPOrpaMMma B

yKa3aHHOM MecTe cO3JacT TeKCTOBBIN (hailn ¢ nHdpopmarei o moap3oBaTemsX.

Vendor ID:

Product [D:

JAoBGaenTe CTmena

Pucynok 8 — OxHo no6aBienus nosepennoro USB-ycrpoiicTBa

Usm.

/lucm

N° dokym.

[Todn.

fama

MIIBP.421457.00I413
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4.10.3 IIpm naxatuum Ha «Pabota ¢ CAN-mMHOI» BBI3BIBACTCS OKHO HACTPOUKH
napaMeTpoB, HEOOXOOUMBIX s YAaJeHHOW 3arpy3ku BHyTpeHHero IIO B wmomynw,

pacronoxennbie Ha mrHe CAN (prcyHok 9).

Mode |D:
MeTog;:
1 - Maonyuute napametpel Tekywero BMNO w

Tann;

stemp/Can Info/Prol100_ti101v141 D.I:lir1| | BriGpaTe

Pazmep: 49242 Bait Bepcwa: 2.00.00.03
Mepeaano: 0/513

Mapone:

Tian BMC: I:I OurcTnTe
OteeT:

]
g
- o
r'§ NnpaenTe
S
Pucynox 9 — Okno pa6otsl ¢ CAN-muHO#M
N
) B none «Node ID» BBoauTcst opsiAKoBbIi HoMep Moayiist Ha mmHe CAN.
E v o
g B Brimagatomem meHo «Merton» BeIOMpaeTcs METO/ B3aUMOJIEUCTBHUS C YCTPOMCTBOM Ha
<
e CAN:
>
< Taomumna 1
S
z ID
3 Onucanue Mmeroga
@ MeToaa
1 [TonyunTs napameTpsl Tekyiero BITO
]
§ 2 [Tonmy4uuTh CTATyC MOCIIEIHEH ONEepaLH MEPEKITIOUCHHS
3
IS 3 [epexnrouenue BITO
S
4 Kourposs gocryna
S
S
N Aucm
S MI1BP.421457.00I413
< Usm| /lucm|  N° dokym. flodn. | Aama 4




[lodn. u dama

Wb, N° dyon.

Bzam. uHB. N°

llodn. u dama

Wb, N° noann.

1D
verona Onucanue merona
5 [TomyuwnTs mapamerpsl xpaaumoro BITO
6 Urenue napameTpoB 3arpyxaemoro BI1O
7 VYcranoBka nmapameTpoB 3arpyxkaemoro BIIO
8 3arpy3ka BITO
9 Coxpanenue 3arpyxenHoro BIIO
10 [MonyuuTts Bepcuto 3arpy3unka Bootloader
11 Coxpannts BI1O kak 3aBojackoe
12 Pecrapt monyns

Merton «llonyuums napamempor mexywezo BIIO» (upentudurarop — 1) Bo3Bparaer
uHpopMaluio 06 ucronHseMoM B faHHbIH MoMeHT BIIO.

Meron «llonyuumes cmamyc nociedueu onepayuu nepexioyenus» (uaeHtudukatop — 2)
npenocTaBisieT uHpopMmanuio o mocieaneM mnepexmodeHnn BIIO: tum BIIO, pesynbrar
nepekiodeHusi. B cinyuae HeycmemHoro 3amycka/mepexiroueHus BIIO, TlogumHeHHOE
YCTPOWCTBO CAENAET 3alUCh CTaTyca U nepexirounTcs Ha 3aBojckoe BIIO. B ciayuae ycnemnoro
nepekitouenus BITO Tak »xe Oyner caenana 3amuch crtaTyca.

Merton «llepexnouenue BIIO» (upentuduratop — 3) 3amyckaer mporece nepeKIoueHUs
BIIO.

Meron «Konmpoaw docmyna» (uaeHtudukarop — 4) paspemiaet J0CTyI K OOHOBJICHHIO
BIIO (oOHOBIIEHME, TIEPEKITIOUYEHIE, COXPAHCHHUE).

Meton «llonyuums napamempol xpanumozo BIIO» (unentudukatop — 5) Bo3Bparaer
napametpsl BI1O, xpansimerocs B8 FLASH namstu MUKpOKOHTpoOJLIEpa.

Meron «Ymenue napamempos 3acpyscaemozo BIIO» (upentudukarop — 6) Bo3Bpamiaer
napameTphl 3arpyskaemMoro B 1anHbii MoMeHT BITO.

Meton «¥Ycmanoexa napamempos sacpyscaemozo BIIO» (wpentudukarop — 7) MOXKeET
OBITH BBITIOJIHEH TOJIBKO MPU pa30I0KUPOBAHHOM JIOCTYTIE.

Meron «3aepyska BIIO» (upeHtudukatop — 8) MOXKeT OBITh BBIOJIHEH TOJBKO IPH
Ppa30JIOKUPOBAHHOM JIOCTYTIE.

Meron «Coxpanenue 3aepyacennoeo BI10» (nnentudukatop — 9) He IPUHUMAET JAHHBIX.
Metoa MoXeT OBbITh BBIIIOJIHEH TOJIBKO MPU pa30IOKUPOBAHHOM JOCTyIe. MeTo] BO3Bpalaer
nannsle Cratryc onepaumu. IIpu BbIzoBe Metoma BIIO ocymiectBisier HpoBepKy BceX
3arpy’K€HHBIX ITAKETOB, MPOBEPKY KOHTPOJIBHOW CyMMBI. B ciydae ycnemnoil nposepku BITO

ycranaBinuBaet [Ipu3nak koppekTHoii 3arpy3ku BIIO.

/lucm
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[lodn. u dama

WHB. N° dyon.

Bzam. uHB. N°

[lodn. u dama

Wb, N° nodn.

Merton «Ilomyunth Bepcuto 3arpy3unka Bootloader» (umentuduxarop — 10) He
NPUHUMAET JaHHBIX U JJOJDKSH BO3BpAIllaTh BEPCHUIO 3arpy3unka Bootloader.

Meron «Coxpanume BIIO kak 3aéo0ckoe» (unentudpukarop — 11) He npuHUMAET JaHHBIX
1 1oJpkeH Bo3Bpamate Ctatyc onepanuu. [Ipu BeizoBe Metona BITO coxpanser texkyuee BITIO B
pasaen «3aBojackoe BITO».

Meron «Pecmapm mooyas» (unentudpukarop — 12) He NpUHUMACT IaHHBIX U HE
BO3Bpaiaet ganueie. [Ipu Be3oBe nanHoro meroaa, BITIO moayns nepesamyckaercs.

B none «®aiin» orobpaxkaercs myTh K (pailiry IpOITUBKY MOTYJIS.

B momax «Pa3mep», «llepemano», «Bepcusi» oroOpaxkaercs wuHpopmanus o daiie
MPOILKBKHU.

B none «IIapons» BBOIUTCS MApOIIb I KOHTPOJIA JOCTYIIA.

B none «Tum BITO» BBoguTcs Tun BITO, Ha koTOpoe HE0OOXOAMMO MEPEKITFOUUTHCS.

B none «OtBeT» 0TOOpa)aroTCsi OTBETHI MOAYJISI HA 3aMPOCHI.

[To xHOTIKE «OYUCTUTH» MPOUCXOIUT OUUCTKA M0JIA «OTBET» OT COOOIIECHUM.

ITo kHOnKe «OTNPaBUTH» MPOUCXOAUT OTIIPABKA 3aIIPOCA HA HEOOXOAUMBIN MOJYJIb.

Jns ynanennoil nepernpomuBku BIIO momynelt He0OX0IUMO BBIOJHUTDH CIIEAYIOLIYIO
IOCJIEI0OBATEILHOCTD AEHCTBUIA.

1) B nosne «Node ID» BBecTH MOPSIIKOBBIN HOMEP MOJIYJISl HA IIHHE.

2) B Beimagatoriem MeHi0 «MeTo» BbiOpaTh MeTon «4 - KOHTpob jocTymna», B ImoJie
«[Taposb» BBecTH ¢ KiaBuarypbl maposib UZOLAI@# mis pasperieHus A0CTyna K H3MCHEHHIO
BIIO monyns u HaxkaTh KHONKY «OTIpaBUTH».

3) BeiOpats HeoOxomumblii (aitn npommeku BI1O, Haxas Ha kHONIKY «Bbi0Opate». [1yTh k
daiiny otobpasurtcs B nosie «Daiti».

4) B BemagaroomneM MeH «Metoa» BbIOpaTh MeToJ «7 - YCTaHOBKa IapaMeTpoB
3arpyskaemoro [10». B nomsax «Pa3mep», «Bepcusi» u «Ilepenano» otobpasutcs nHGpopmanus o
BIIO. [Tanee HeoOXxoaMMO HaxaTh KHONKY «OTIPaBUTH.

5) B Bemagaromem MeHo «Metoa» BbIOpath Meron «8 — 3arpyska BIIO» u Haxkath
KHOMKY «OTIpaBuTh». Bo BpeMs 3arpy3ku 4MCII0 3arpy>KeHHBIX ITaKeTOB Oy/eT 0ToOpaXkaThcs B
nose «Ilepenano». I1o 3aBepieHn o 3arpy3Ku YUCIIO 3arpyKEHHBIX TAKETOB JIOJIKHO OBITh PaBHO
00111eMy KOJIMYECTBY MAKETOB.

6) B cnyuae mnpepbiBaHHs 3arpy3kd TMPOIMIMBKY (HAmpuMep, TMPOMAlo MHTAHKE)
HE0OX0IMMO BBI3BATh MeTON «6 — UTeHne mapameTpoB 3arpykaemoro BI1O» u HakaTh KHOTIKY
«OtnpaButh». MeTox BepHET HMHPOPMALMIO O THUIIE TMPOUIMBKH, pa3Mepe MPOIIUBKH,

KOHTpOJ’IBHOfI CyMMCE, 06H_ICM KOJMYCCTBC IMMAKCTOB IIPOMIMBKH, 3arpyKCHHOM KOJIMYCCTBC
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[lodn. u dama

Wb, N° dyon.

Bzam. uHB. N°

llodn. u dama

Wb, N° noann.

MAaKeTOB NPOIIMBKU. B ciywae, ecnu THN MpOIIMBKH, pa3Mep, KOHTPOJIbHasg cymMma M olliee
KOJIMYECTBO MAKETOB COBIAJAIOT C 3aJJaHHBIMM B HOBOM CECCHM 3arpy3KH, 3arpy3ka MpOIIMBKU
MOXeT OBITh MIPOIOJDKEHA CO CIEMYIOIIEero nakera. [l mporoKeHus 3arpy3Ki HyKHO BbI3BaTh
MeTo] «4 - KoHTponb JocTyma» ¢ BBOJOM HapoJisd C KJIaBUATYphl AJIs pa3pelieHus JocTyna K
n3meHenuto BITO. 3arem npoaomkuTh B IUKIIE BBI30B MeToza «8 - 3arpyska BIIO». B cioyuae
€CIIM OJIMH M3 TIapaMeTPOB HE COBMai (Hampumep, o0Iee KOJIMYEeCTBO MakeToB), 3arpy3ky BITO
CJIeZlyeT HayaTh 3aHOBO, HAYMHASA C II. 2.

7) Ilo oxonuanuu 1ukiia 3arpy3ku BITO BeizBaTh MeTo «9 - CoxpaHeHHE 3arpyKEHHOTO
BIIO», Haxxatb KHONIKY «OTHPaBUTH».

8) Jlns mepeKIIroYeHUs Ha 3arpy’KEHHYIO MPOIIUBKY BbI3BaTh MeTOX «3 - [lepexitoucHue
BIIO». B none «Tun BIIO» nHeooxonumo BBecTH Tull BIIO, Ha KOTOpO€ HYKHO NEPEKITIOUUTHCS
1 - 3aBoackoe BIIO, 2 - O6noBusiemoe BIIO. Ilepexmouenne BIIO BO3MOXXHO TONBKO €
«3aBojcKOi MpomMUBKW» Ha «OOHOBIsEMYIO MPOMUBKY» U ¢ «OOHOBISIEMON MPOIIMBKU» Ha
«3aBojackyto npowuBky». [Tocie BBoga tuna BIIO HaxaTh kHONKY «OTHpaBUTE».

9) Jlnst 3aBeplieHMsI MEPEKIIOUYCHHsI HY)KHO Mepe3arpy3uTh MHUKPOKOHTPOJIIEP MOYJISL.
[Tepesarpys3ka MOXeT ObITh BBIMOJIHEHA JTMOO CHITHEM MHUTaHUs, JUOO BBI30OBOM MeTofa «12 -

PeCTapT MOOYJIA».

4.10.3 B BrImanaromnieM MeHIO KHOMTKU «OMIUN» HaXOIATCs KHONKK «BrIrpy3Ka JIoroB Ha
HakonuTenb», «CMeHUTh naponb» U «Hactpoiika napoiasHbIx nosmtuk». Haxartue Ha «Beirpyska
JIOTOB Ha HAKOIUTENb» YCTaHABIMBACT WJIM CHUMAeT COOTBETCTBYrounii ¢uar. Haxatne Ha
«CMEeHUTh Mapojib» BBI3BIBAET OKHO CMEHBI Mapojisi TEKyllero mnoijb3oBarens. Haxarue Ha
«HacTtpoiika NapojbHBIX MOJUTHK» BbI3BIBAET OJHOMMEHHOE OKHO, I/I€ MOKHO HACTPOUTH
Tpebyembie napameTpsl naposs (pucyrok 10). Ecnu «JIUMHUT 10 BpeMEHH» BBICTABUTH HA HOJIb,

TO MapoJib OyAeT AEUCTBYIOLIUM OECCPOUHO.

Bykebl BepxHero pernctpa |
BykBbl HiskHero permctpa |
Uudpel ]

CneycnmMennbl O]

MuH. gnuHa napons
NamwT no spemern
Ormeeria

Pucynox 10 — OxHO HacTpONKHU MapoIbHBIX HOJIUTUK
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[lodn. u dama

WHB. N° dyon.

Bzam. uHB. N°

[lodn. u dama

Wb, N° nodn.

HaxxaB Ha xHOTIKY «IlomoIe» ¥ B BBINTaIaro1eM crucke BeiopaB «O mporpaMMe», MOKHO

y3HaTh TEKYIIFe BEPCUH KIMEHTa U cepBepa (pucyHok 11).

o Bepcwa kamnedTa: 2.4.00
Bepcwa cepeepa: 1,123

Pucynok 11 — OkHO HaCTPOMKHU MAPOJIBHBIX IMOJTUTHK

4.11 JIna 3aBepiieHust ceaHca TEKyIIero mojib3oBaTens U BbiiTH u3 I1JIK HEeoOxomumo
Ha)XaTh KHONKY «Bbixon u3 ceanca» Oyoka (14). UtoObl 3aBepuInTh pabOTy € MPHIOKECHHEM

HEO0OXOAMMO HaXKaThb KHOMKY «Bbixom».

5 BO3MOZ’KHBIE ITPOBJIEMbI 1 UX PEHIEHUE

5.1 Texuuueckas moaaepKKa
st oOpamieHuss B Ciay>k0y TexHUYECKOW mojiaep:kku Ilomb3oBaTento HEOOXO0IUMO

chopMHpOBaTh 3amMpoC Ha CaliTe TEXHHUYCCKOW Moaaepku: https://uzola.ru, mmbo oTmpaBUTH

IHCHMO TI0 3JICKTPOHHO# moute: sSekr@uzola.ru.

Howmep tenedona texuuueckoit moaaepxku IJIK: +7(920)0722008.
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