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O0o03Ha4YeHUA U COKPALLIEHU S

ACYTII - aBTOMAaTU3UPOBAHHBIE CHUCTEMBI yIpaBIICHUS TEXHOJIOTMYECKUMU
IpoLeccamy,
KUIInA - KOHTPOJIbHO-U3MEPUTENIbHBIE IPUOOPHI U ABTOMATHKA,
OC - ONepalMoOHHas CUCTEMA;
TUIK - MPOrPAMMUPYEMBIN JJOTUUECKUN KOHTPOJLIED;
I1O - porpaMMHOE 00€eCIIeueHHUE;
PO - PYKOBOJICTBO MO 3KCILTyaTalluH;
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BBeaenue

Hacrosimee pykoBOJACTBO NpeaHA3HAYEHO IS O3HAKOMIICHHS IOJIB30BATENs ¢ PabOTOM

nporpammuoro odecneuenust «Kouduryparop ITJIK UZOLA» (zanee I10).
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1 OBINUE CBEIEHUSA

[Mporpammuoe obecnieuenue «Kouduryparop ITJIK UZOLA» (I10) npexnaznaueHo s
HACTPOMKHU CeTeBbIX MHTEP(ENCOB U HACTPOUKH MPOrpaMMHUPYEMOT0 JIOTHYECKOI0 KOHTPOJIepa
UZOLA PRO100 (manee I1JIK) Ha ypoBHE HOJIb30BaTEIS.

[Tporpamma KOH(UTypau CETEBBIX HHTEPPEHCOB COCTOUT U3 JIBYX YaCTEeH — CepBEpHOM
U KmeHTcKoi. CepBepHas 4acTh YCTaHABIMBAETCS HA YAAJICHHBIM KOHTPOJUIEP IPOU3BOIUTENIEM.
KnueHTckass 4acTh YCTaHABIMBAeTCAd Ha KIMEHTCKYIO MAallMHYy, 4Yepe3 KOTOPYI0 OTIATCs
KOMaHJbl yIpAaBICHUS CEPBEPHOM 4YacThl0 HpuiokeHus. KIiMeHTCkoe MpHiloKeHHe
IpeJOCTaBIISICT YAOOHBIH rpaduueckuid MHTEpQeiic A ynpaBieHUs CEPBEPHOI YacCThIO.

B cucreme cymiecTBYIOT TpH KAaTEropuu IMOJIb30BaTeIeH — aJIMUHHCTPATOPHI, OObIYHBIC
T0JIB30BATEIIH M COTPYIHUKH CITyKObl HHpOpMannoHHoit 6e3omnacHoctu (CUB).

AJZIMUHUCTPATOP MOXET:

- pelakTUPOBATh MapaMeTpbl UHTEP(HENHCOB;

- paboTaTh ¢ JOraMH | JTUICH3USMU,

- BRITPYKaTh HHPOPMAIIUIO O MOJIB30BATEIX,;

- pelakTUPOBATh CIIUCOK MOJIb30BaTENeH;

- HaCTpauBaTh Yachl;

- OOHOBIISITH CHCTEMY,

- IPOU3BONUTH COPOC CETEBBIX HACTPOECK K 3aBOJICKHUM;

- nobaBnsATh HoBepeHHble USB-ycTpoiicTBa;

- HaCTpauBaTh NapoJIbHbIE MOJIUTUKY,

- HACTpaMBaTh CETEBOI dKpaH yepes iptables.

OObIYHbIE MOJIB30BATENN MOTYT:

- IPOCMATPHUBaTh U KOMMMPOBATh MH(OPMALIHIO O CETEBBIX MOPTaX.

OOBbIuHBIE MOJIH30BATENN HE MOTYT:

- pelaKTUPOBATh MMapaMeTpbl UHTEP(EHCOB;

- paboTath C JTIOTaMH U JIUIIEH3USIMHU;

- BBITPYKaTh UHPOPMALIUIO O MOJIH30BATENX;

- pelaKTUPOBATh CIIUCOK MOJIb30BaTENeH;

- HACTpaMBaTh YacHl;

- OOHOBJISITH CUCTEMY,

- IPOU3BOIUTE COPOC CETEBBIX HACTPOEK K 3aBOJICKHUM,;

- no6aBiATh noBepeHHble USB-ycTpoiicTBa,

- HaCTpaMBaTh NAPOJIbHBIC ITOJINTUKH,
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- HACTpaMBaTh CETEBOI dKpaH yepes iptables.
Cotpynuuku CUB moryT:

- PEIaKTHPOBATH MapaMeTPbl HHTEP(EHCOB;

- paboTaTh C JOraMu ¥ JTUICH3USIMHU,

- BBITPYKaTh UHPOPMAIIUIO O MOJIb30BATEISX.
Cotpynuuku CUB He moryT:

- pelaKTUPOBATh CITUCOK MOJIb30BaTENICH;

- HACTpaMBaTh YachHl;

- OOHOBIISATH CHCTEMY;

- MPOU3BOJIUTH COPOC CETEBBIX HACTPOCK K 3aBOJICKUM;
- nob6aBnsTh noBepeHHble USB-ycTpoiicTBa;

- HACTpaMBaTh MAPOJILHBIC TIOJTUTUKH,

- HACTpaMBaTh CETEBOI dKpaH yepes iptables.

2 HOAI'OTOBKA K PABOTE

K pabote nomyckaroTcst CUCTEMHbIE aJMUHUCTpATOpbl U paboTHUKHU cinyx0 ACY TII u
KUIInA skcmtyaTUpyOIKUX OpraHu3aiuil.

[lepen HayaIOM YCTaHOBKH MTPOTPaMMBI YOSTUTECH, UTO:

- Ha KOMITBIOTEp yCTaHOBIICHA onepannonHas cuctema Windows, Bepcun He Hike 10, nim
OC Linux;

- kommneiotep u I[TJIK moakmouens! k cetu Ethernet;

JlelicTBHs, ONHMCaHHBIE B OTOM WHCTPYKLMWH, SBISIOTCA OTAJIOHOM YCTaHOBKH
nporpamMmmHoro obecnieuenust «Kouduryparop ITJIK UZOLA».

JIro0oe OTKJIOHEHHE OT alropuTMa JeHCTBUN MOXET NPUBECTH K HENMpaBWIbHOI paboTte
IPOTrPaMMHOT0 00ecreueHHs.

HEJIb34:

e OTKJIOHATBCS OT aIrOpUTMa JAEUCTBUH;

e [Ipomyckars maru MHCTPYKLUHY;

e BBOJINTh HEBEPHBIE TAHHBIC WUJIU JIAHHBIC, B BEDHOCTH KOTOPBIX BBl HE YBEPEHBI,

e 3amycKaTh HECKOJIBKO KOMUN MPOrpaMMHOT0 00eciedeHus MyTeM MOBTOPHOTO 3aIlycKa

UCTIONIHsIeMOTro (haiina.
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3 YCTAHOBKA 11O

3.1 VYcrasoska na OC Windows

3.1.1 Bamyctuts ycranoBouHbi naket 110, u3 xommiekra noctasku I1JIK, ¢ HazBaHueM
«Uzola-PLC-config-installer-X-X-X.exe».

3.1.2 TTocrne 3amycKa yCTaHOBIHKA CIIEAYHTE €ro YKa3aHusaM (PHUCYHOK 1).

3.1.3 IMoce ycTaHOBKH B MeHIO «I1ycK» MOSBUTCS ManKa MPHIIOKEHUS (110 yMOIYaHHUIO —
“Uzola”), oTKyaa MOXHO 3aIlyCTHTH IPOrPaMMy. .

3.1.4 AnbTepHATHBHO, IPOrPAMMy MOXKHO 3aMyCTUTh K3 IIAllK{, KyJa OHa Oblia

ycraHoBiieHa. Ha3panue ucnonauTensHOro daiina — « Win-netefg-client.exen.

Ycranoska ~ Uzola PLC Config Client j
Q

Lofpe nowancsars 8 naCTep yorarosas Uzdls PLC Config Client.
Yeranosxa - Uzola PLC Config (hi..

Banee > Boutri

Pucynox 1 — HaganpHOE OKHO yCTaHOBIIMKA

3.2.1 Ha IIK pabGouero mecra CKOIUpPOBATh u samyctuTh ¢aitn «linux-netcfg-client-

x86_64.3.13.1.Applmage» u3 kommiekra noctasku [1IJIK.

4.1 ITocne 3amycka OporpamMMbl Ha 3KpaHEe KOMIIBIOTEpA IIOSBUTCS TJIaBHOE OKHO
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Pucynok 3 — OkHO BXOJ1a B YYETHYIO 3aIHCh

Jlanee noap30BaTelb ¢ IpaBaMU aJMUHUCTPATOPA MOXKET UX U3MEHUTh.

[Tocne ycmemHOro BXOJa B y4eTHYI 3amuch B OkHe «Crucok wuHTepdeiicoB» (3)
BBIBEIYTCsl Ha3BaHUsS Bcex oOHapyxeHHbIX Ha [TJIK munTepdeiicoB. Bmecte ¢ aTum B Giioke (4)
«3anuch UMEHU U aJipeca MUTI03a» 3arnoiaHuTcs noie ¢ umenem [JIK.

Kpome Toro, mpuioxenue moxyduT uHbopmarmioo o craryce junensuu [10 na TIK.
WNudopmanus 06 3T0M OTOOpasuTCs B JCBOM HIDKHEM yriay okHa mnpuioxenus (12). Eciwm
JMIICH3Usl HEAKTUBHA, 3TO OyJeT JOTOIHHUTEIBHO aKIEHTHPOBAHO MPHIIOKEHHEM; KPOME TOTO,
OHO BBIBEJICT MPEAYIPEKIACHUE, UYTO paboTa BO3MOKHA TOJIbKO B TedeHue 30 munyt. [Mms [TJIK]
u [[1I1r03] 11 BBIXOJ@ BO BHEIIHIOK CETh MOXHO CMEHHUTH C IMOMOIIBIO KHOMKH «3aIlUCaTh» B
omoke (4).

4.5 U3 criucka unTepdeiicoB (3) BHIOpaTh KOHKPETHBIN HeoOXomuMblii uaTepdetic. [Tpu
ATOM 3aMOJIHUATCS HH()OPMAIIOHHAS MTaHENb B TIPABOM YaCTH IIABHOTO OKHA MPHJIOKEHHUS.

bnoku «Eth-mopt» (5) 1 «MAC-aapec» (6) aktuBHBI ToJBKO T Ethernet-mopra. B 61oke
(5) orobpaxarorcss mmsi Ethernet-mopra (B 3aromoBke Oi0ka), ip-agpec mopra W €ro macka
HoJICeTH. 3HAYCHUS IP U MaCKd MOYKHO U3MEHHUThH C ITOMOIIbIO KHOIIKH «3amucarh». B 6ioke (6)
oroopaxaercs MAC-anpec nopra. DTa nHGOPMAIUS JOCTYITHA JIJIsi KOTMPOBAHUS, HO U3MCHUTH
€€ Hemb3sl.

brok «Cratyc mopta» (7) AOCTYIIeH Uil BCEX BUIOB MOPTOB. 3/1€Ch MOKHO BKITFOYHTH UITH
OTKJIFOYUTH MOPT, TUTIOC 37IECh JKe 0ToOpaxaeTcs Tekyuiee «Bxi/Boikia» cocTosiHue mopTa.

4.6 B Onoke «Jlorum coObiTHii» (8) MOXHO HPOCMOTPETh JIOTM 3HAYMMBIX COOBITHIA
KOH(HTypaTopa Ha cepBepe, OYNCTUTH UX, a TAK)KE BBITPY3UTHh BCE JIOTH C cepBepa B (aiin Ha
JIOKAJIbHOM MalluHe.

4.7 Ecnu ¢ munensueit Ha [TJIK Bce B mopsiake, To 60k «JIumensus» (9) He akTHBEH.

Ecau na IJIK oTcyTCcTBYET IMIIEH3MS, TO, BO-TIEPBBIX, HHPOPMALIHSI 00 3TOM 0TOOpA3UTCS
B HIDKHEM JIeBOM yTi1y okHa (12), BO-BTOPBIX, CTaHYT aKTUBHBIMH KHOTIKU B Oyioke (9).

Uto0s! 3arpy3uTh Gaiin JumeH3uu ¢ gokanbHoi MamuHbl Ha [IJIK HeoOxoauMo HaxaTh
KHOTIKY «3arpy3uTh JIMIECH3UIO.

Knormka «Beirpy3uTs req.lic» coxpanseT Ha JokanbHy0 MamuHy ¢daitn (s kaxmoro [TJIK

CBOM), KOTOPBIH MO3BOJISIET CTEHEPUPOBATD JIUICH3HIO.
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4.8 llnst Toro, 4To0OBI COXPAaHHUTh TEKYIIyI0 KoHpurypaiuio cereBbix HacTpoek [IJIK B
¢aiin Ha JOKaJBHOM MalIMHE HEOOXOIUMO HakaTh KHONKY «CoxpaHuTh B (ailm» B Onoke
«Konduryparus» (10).

J11s TOro yToOBI BOCCTAaHOBUTH KOH(UTypaluio ceTeBbix HacTpoek [1JIK u3 coxpanennoro
daiina HeOOXOMMO HaXKaTh KHOIKY «3arpy3uth u3 ¢aiina» (10).

49Tlo ymomuanuio mapamerpbl Ethernet-mopra 3ampemieHo penakTHpoBaTh, YTOOBI
3alIUTUTh UX OT CIy4ailHOTO M3MEHEHUs. UTOObI BKIIOYUTH BO3MOXKHOCTh UX PEIaKTUPOBAHHS
ClIe/TyeT CHavaa HaXkaTh Ha KHOIKY «BJIOKHpOBKa HacTpoek» B Oioke «IIpoune neiicteus» (11)

Uro6bl mociiaTh MOBTOPHBIA 3ampoc Ha Mepefady AAHHBIX M0 TEKylleMmy uHTepdeiicy
oOHoBNeHHE (HOPMBI HOBBIMH JaHHBIMH HEOOXOIMMO Ha)kKaTh Ha KHONKY «OOHOBUTH JaHHBIC
uHTepdeiicar».

Jns copoca cereBbix HacTpoek I1JIK k 3aBoackuM HE0OX0aUMO HaxaTh KHONKY «CoOpoc
CETEBBIX HACTPOECKY.

it OOHOBJICHHSI CHCTEMBI Ha CEpBEpe HEOOXOIMMO HaXKaTh KHONKY «OOHOBHTH
cucremy». [losiBUTCsI OKHO 0OHOBIICHUs cucTeMbl (PucyHok 4). [lanee Heo0X0AUMO yKa3aTh MyTh
K apXMBY ¢ OOHOBJIEHHEM M HakaTb KHONKY «OOHOBUTH». HauHeTcs mpolecc 3arpy3ku apxuBa
Ha cepBep U nocneayomero oonoiaenus. Korna odHoBiIeHHe Oy1eT 3aBepIlIeHO, CTPOKa cTaTyca

oOHoBHTCS Ha «CTaTyc: OOHOBIIEHUE 3aBEPIICHO.»

| | | CTepbiTe OBHOBWTE

]
IS Cratyc
S
3
<
',:8 PucyHnok 4 — OxkHO OOHOBJICHHUSI CUCTEMBI
Kunonka «llons30BaTenn» OTKPHIBAET OKHO YIPABICHUS YYETHBIMH  3alUCAMH
N o
'S, nonb3oBarenell (Pucynok 5) Ha tekymiem ITJIK. B OTKpbIBIIEMCS OKHE MOXXHO J00aBIATH U
S}
: YIAIATh M0Jb30BaTeNnei. JIBOMHON KIIMK I10 CYIIECTBYIOIIEH 3alMCH TTO3BOJISIET CMEHUTD MapOJIb.
I
= IIpy mepBOM 3almycKe pEKOMEHIYETCs CMEHUTh Mapojb [0 YMOJYAHWK) HAa HECTaHIApPTHBIM.
N Takxe B 9TOM OKHE OTOOpa)KaroTCsl aTa CMEHBI MAPOJIsl M KOMTUYECTBO JHEH, OCTABIIUXCS JI0 €T0
B MPUHYIATEIBHON CMEHBI.
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PucyHnok 5 — OkHO ynpaBieHHs yYETHBIMH 3alIMCSIMU 110JIb30BaTeNen

Knonka «Hactpoiiku 4acoB» OTKphIBa€T OKHO HACTPOWMKHM CHCTEMHBIX 4acOB cepBepa
(PucyHok 6). B BepxHeil 00gacTH OKHA HACTPOWKH MPEIyCMOTPEHO OTOOPaKEHHUE TEKYIIETO
Bpemenu u gatbl [IJIK. KHomka «YCTaHOBHUTH» YCTaHABJIMBAET 4Yachl CEPBEpa HA YKA3aHHOE
3HAYEHHUE. <Y CTAaHOBUThH BPEMs OIEpaTOpPa» yCTAHABIMBAET YacChl CEPBEpPA HA TO K€ BPEMsI, UTO
ceiiyac Ha KIMEHTCKOM MamuHe. Kpome Toro, JOCTYIHBI TPU ONLMU CUHXPOHU3AIUU BPEMEHHU!

- cuaxponm3anus ¢ NTP-cepsepowm;

- CHHXPOHU3AIUs C BHEITHUM YCTPOMCTBOM;

- OTKJIIOUYUATHh CUHXPOHU3ALIMIO.

Taxxe MOXHO 3aJ1aTh MUHHUMAJIbHOE M MaKCUMaJIbHOE BpEM:A IICPpHUOJa CUHXPOHHU3AIUU.

TekyLume spema u gata MK
|12.05.2026 14:04:56 2 | |UTC+02:00 |

YcTaHoeEWTE CEDE BpEMA

|1S.DS.2026 14:04:46 = | YcTaHoBMTE

YcTaHoBWTL BpEMA DNEpaTopa
Yacoeoi noac

(UTC+03:00) Mockea, Munck, Boarorpag v

¥cTaHOBWTE YacoBoi noAc

TapamMeTpel CHHX POHKIALMK
Curxpennsnpoeate ¢ NTP-cepeepom w

Mapamerpel cuHx podu3auun ¢ NTP-cepeepom

NTP-cepeep

|p00|.ntp.0rg |

3anacHoi NTP-cepeep

Bpema cuHxpoHnzaunm

Min |64 | Max 1024 |

Mapametpel cuHx podu3auun ¢ USB-anTenHoi

Cnuncok USB-ycTpoiicTe
usb-FTDI_FT232R_USB_UART_A1005V52-if00-portD
Cropocte 4300 Bt/ c

CHHXpOHWINPOBATE

Pucynok 6 — OKHO HaCTPOWKHM CHCTEMHBIX YaCOB CepBepa
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Jlyist Toro uToOBI ycTaHOBHUTH cucTeMHoe Bpems [1JIK Ha 3HaueHue, BEICTABJICHHOE B MOJIE
CJIeBa OT KHOIIKH, HEOOXOIMMO Ha)KaTh KHONKY «Y CTaHOBUTBY.

Uro6s! ycTaHoBuTh cucteMHoe Bpems [1JIK Ha To ke BpeMs, 4TO Ha MalluHE orepaTopa
HEO0OXO0IMMO HaXaTh KHOIKY «Y CTaHOBUTH BpPEeMs OIepaTopa.

Jnia ycranoBku yacoBoro mnosica Ha [IJIK HeoOxoaumo BbIOpaTh B BbIMAIAIONIEM CIIHCKE
«YHacoBo# MOsC» HYKHBIA U HAKaTh KHOIIKY «Y CTAaHOBUTbH YaCOBOM I10OSIC».

B Beinagaromem cnucke «llapaMerpbl CHHXpOHM3aLMKU» MOKHO BBIOpAaTh OJMH U3 JIBYX
pexuMoB — «cuaxpoHu3anus ¢ NTP-cepepom» u «cuaxponusanus ¢ USB-aHTeHHON».

B pexume «cunxponmsanus ¢ NTP-cepepom» moctynmHbl HacTpoiiku aapecoB NTP-
CEPBEPOB U BPEMEHU CUHXPOHU3ALIUH.

B pexume «cunaxponuzanus ¢ USB-anTeHHOoi» 1ocTyneH BIOOp yCTPOHCTBA U3 CIIHCKA
noaxiodeHHbIX K [IJIK u ckopocTsb.

[Tocne BbICTaBIE€HUS HACTPOEK CIIENYET HAXKaTh KHONKY «CUHXPOHU3UPOBATH», KOTOPast
oraact [IJIK komanay Ha CHHXpOHHM3AIUIO ¢ JaHHBIMM apaMeTpaMU.

IIpn naxatuu Ha kHONKY «Ilepesarpysuts IIJIK» npoucxoaut nepesarpyska I1JIK.

Knomka «Hactpoiika iptables» Bei3biBacT okHO HacTpoiiku iptables (pucynok 7). B atom
OKHE MOXKHO TMOChUIaTh KOMaH[bl CTaHmapTHoW ytumute iptables ma ITJIK. B mone «OtBer»

BBIBOJIUTCS CTATyC OTNEPAIMIA WU OIITHOKH.

Komanga gna iptables

| I OTnpaenTe

[w]
S
N Oteer
3
§
=
N
s
Sy
>
Cu)
N
>
Cu)
3
E Pucynok 7 — OxHo HacTpoiiku iptables
[w]
S
S
3
S 4.10 B BepxHEM MEHIO TJIABHOTO OKHA MPUJIOKEHUS PACTIOJIOKEHBI KHOMKH «J[elcTBUs»,
S
«Omuu» u «[lomors» (0710k 13 pucyHok 2).
S
S
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[lodn. u dama

Wb, N° dyon.

Bzam. uHB. N°

llodn. u dama

Wb, N° noann.

B BrImagaromeM MeHI0 KHONIKH «JIeHCTBUS» HaXOAATCS KHONKH «J[00aBUTH TOBEpEHHOE
USB-ycTtpoiictBo», «BbIrpy3uts uHdopmanuio o mnonb3oBatensix», «Padora ¢ CAN-mmHOI»,
«Hactpoiiku rsyslog», «I[IpocMoTp cMapT-auarHoCcTHKU», «MHGOpMAIsI 0 COCTOSTHIUHA BPEMCHIY,

«ITuHr Ipyroro yctponcTBa».

4.10.1 ITpu naxatuu Ha «Jlo6aBuTh moBepeHHOoe USB-ycTpoiicTBO» BBI3BIBACTCS OKHO,
rne depe3 ykazanue Vendor ID u Product ID moxuO nobaButhk noBepeHnoe USB-ycTpoiicTBo

(pucyHok 8). Takxe 37ech 0OTOOpaXkaeTcsi CIUCOK noakitoYeHHbIX K [1IJIK ycTpoiicTs.

MogknrouerHele ycTpoiicTea:

0424:2734 - Microchip Technology, Inc. (formerly SM5C)
0403:6001 - Future Technology Devices International, Ltd
0403:6001 - Future Technology Devices International, Ltd
0403:6001 - Future Technolegy Devices International, Ltd
0424:2734 - Microchip Technolegy, Inc. (formerly SMSC)
0403:6001 - Future Technology Devices International, Ltd
0403:6001 - Future Technolegy Devices International, Ltd
0403:6001 - Future Technology Devices International, Ltd
0424:2740 - Microchip Technology, Inc. (formerly SM5C) Hub
0424:2740 - Microchip Technolegy, Inc. (formerly SMS5C) Hub

[JoGaeneHHble yoTpoicTEa:

Vendor ID: Product ID:

JoGaenTe OTtmena

Pucynok 8 — OxHo no6asnenus nosepennoro USB-ycrpoiicTsa

4.10.2 Tlpn HaxxaTuM Ha «BBHIrpy3uTh MHPOPMALMIO O MOJH30BATESX» IporpaMma B

yKa3aHHOM MecTe cO3/7acT TeKCTOBBIN (hailsl ¢ nHpopMarei o moap3oBaTemsX.

4.10.3 Ilpm naxatuu Ha «Pabora ¢ CAN-mmHOI» BBI3BIBAaETCS OKHO HACTPOUKH
napaMeTpoB, HEOOXOMUMBIX IS YAaJeHHOW 3arpy3ku BHyTpeHHero IO B wmomynw,

pacnosniokennbie Ha rmHe CAN (pucyHok 9).
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B nonte «Node ID» BBoauTCs opsiaikoBbIii HoMep Moaysist Ha muHe CAN.

MNode ID:
MeTtog:
1 - MomyuuTe napamerpel Tekywwero BMNO ~

Daiin:

/ternps/Can Info/Pro100_t01v141 D.bin| | BriGpate

Pazmep: 49242 Gaiir Bepcua: 2.00.00.03
Mepeaano: 0/513 Aaw-cymma: 1844CA39
Mapone:

|
Tun BMO: Ounctute

Oteen:

OTnpaenTe KoMaHgy | 3arpyznTe oGHOBNEHHE

Pucynox 9 — Oxno pa6otst ¢ CAN-muHO#M

B Brimagaroniem meHo «Metoa» BLIGI/IpaeTCSI MCTOJ B3aHMOHeﬁCTBHH C YCTpOﬁCTBOM Ha

e CAN:
S
S
N Tabnuna 1
§ ID
S Onucanue Meroaa
MeTo/1a

1 [TosryunTs mapameTpsl Tekymero BITO
N
E‘ 2 ITomyuuTh cTaTyC NOCIIEIHEN Olepaluy HEPEKITIOUCHUS
=
9 3 [Tepexmrouenue BIIO
AN

4 Kontposns noctyna
; 5 [omyunTs mapametps! xpanumoro BITO
3
§ 6 Urenne napameTpoB 3arpyxaemoro BI1O
Q

7 ¥YcranoBka napaMeTpos 3arpyxaemoro BI1O
S 8 3arpyska BITO
g
S
S 9 Coxpanenue 3arpyxeHHoro BIIO
S
S
S 10 [Moxyunts Bepcuto 3arpy3unka Bootloader
3
; Nucm
S MI1BP.421457.00I413
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[lodn. u dama

Wb, N° dyon.

Bzam. uHB. N°

llodn. u dama

Wb, N° noann.

ID
Onucanue meToaa
MeTo/1a
11 Coxpannts BIIO kak 3aBojackoe
12 Pecrapt monyns

Merton «llonyuums napamempor mexywezo BIIO» (upentudurarop — 1) Bo3Bpariaer
nHpopmaIro 06 ucnosHsieMoM B JaHHbIi MomeHT BITO.

Meron «llonyuumes cmamyc nocieduei onepayuu nepexioyenus» (naeHtudukarop — 2)
npefocTaBiseT uHpopMmanuio o mnocieaneM mnepexmoueHnn BIIO: tunm BIIO, pesynbrar
nepexaroueHus. B cioydae HeycmemHoro 3amycka/nepexirodenust BIIO, IlomumnenHOe
YCTPOMCTBO CJIeNIaeT 3alMCh cTaTyca U nepekiirouuTes Ha 3aBojackoe BI1O. B ciyuae ycnemnoro
nepekiatouenus BITO Tak xe Oyner caenana 3anuch craTyca.

Meron «llepexniouenue BIIO» (upentudukarop — 3) 3amycKaet Npouecc nepeKIroueHHs
BIIO.

Meron «Koumpoaw docmyna» (uaeHtudukarop — 4) paspeniaet J0CTy K OOHOBJICHHIO
BIIO (oOHOBIIEHME, TIEPEKITIOUYCHIE, COXPAHCHHUE).

Meton «llonyuums napamempol xpanumozo BIIO» (upentudukarop — 5) Bo3Bpariaer
napametpsl BI1O, xpansimerocs B FLASH mamsitu MUKpOKOHTpOJILIEpA.

Meron «Ymenue napamempos 3azpysicaemozo BIIO» (unentudukarop — 6) Bo3Bpamaer
napameTpbl 3arpyskaemMoro B 1anHbii MoMeHT BIIO.

Meton «¥Ycmanoexa napamempos sacpyscaemozo BIIO» (wnentudukarop — 7) MOXKeET
OBIThH BBIMOJIHEH TOJILKO IIPU Pa30JIOKUPOBAHHOM JIOCTYIIE.

Meron «3aepyska BIIO» (upeHtudukatop — 8) MOXKeT OBITH BBIOJIHEH TOJBKO IPH
Ppa30JIOKUPOBAHHOM JIOCTYTIE.

Meron «Coxpanenue 3aepyacennoeo BI10» (npentudukatop — 9) He IPUHUMAET JAHHBIX.
Metoa MOkeT ObITh BBIMOJHEH TOJBKO IpU pa30IOKMPOBAHHOM JAOCTyIe. MeToJ BO3Bpalaer
nannsle Craryc onepaumu. IIpu BbIzoBe Metoma BIIO ocymiectBiisier mpoBepKy Bcex
3arpyK€HHBIX MAKETOB, IMPOBEPKY KOHTPOJIbHON cyMMbl. B ciyuae ycnemrHoi nposepku BI1IO
ycranaBnuBaet [IpusHak koppektHoii 3arpy3ku BIIO.

Meron «Ilomyunuth Bepcuto 3arpy3uuka Bootloader» (umentuduxatop — 10) He
NPUHUMACT JaHHBIX U IOJDKCH BO3BpaIlaTh BepcuIo 3arpy3unka Bootloader.

Meron «Coxpanume BIIO kak 3aso0ckoe» (uneHtupukarop — 11) He npuHUMaeT JaHHBIX
1 f1ojokeH Bo3BpamaTe Craryc onepannu. [Ipu BezoBe Merona BIIO coxpanser tekymee BIIO B
pasnen «3aBojackoe BITO».

Meron «Pecmapm mooyas» (unentudpukarop — 12) He NpUHUMAET IaHHBIX U HE

BO3BpaliacT AaHHBIC. HpI/I BBI3OBC JAHHOI'O ME€TOJA, BITIO MOAYJIA MEpEe3aIryCKacTCA.
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[lodn. u dama

WHB. N° dyon.

Bzam. uHB. N°

[lodn. u dama

Wb, N° nodn.

B none «®aiin» orobpaxkaercs myTh K (pailiry TpOITUBKU MOTYJIS.

B momsx «Pasmep», «llepemano», «Bepcusi» otoOpaxaercs uHpopmanus o ¢aiine
MPOIITHBKH.

B none «Ilaponb» BBOAUTCS NapOIb ISl KOHTPOJIS AOCTYIIA.

B none «Tum BITO» BBoguTcs Tun BITO, Ha koTOpoe HE0OOXOAMMO MEPEKITFOUUTHCS.

B nosie «OTBeT» 0TOOpAk)AOTCS OTBETHI MOIYJISI HA 3aIPOCHI.

[To xkHOMKE «OYUCTUTH» MPOUCXOAUT OUUCTKA TOJIs «OTBET» OT COOOIIECHUH.

[lo xHOmke «OTHPaBUTH KOMaHAY» IPOUCXOIUT OTIIPaBKa KOHKPETHOM KOMAaHJBI,
BbIOpAaHHOM W3 BBINIAAAIONIET0 CIUCKa «MeToa», Ha HeOOXOIUMBIM MOIYJIb.

[To kHOmKe «3arpy3uTh OOHOBJICHUE» ABTOMATHUYECKH MOCIEAOBATEIIHHO 3aIyCKaIOTCS

KOMaH Ibl, HeoOXoauMbIe i1t oOHoBieHus: BITO Ha momyre.

s ynanenHoi nepenpomuBku BIIO Moayseit B aBToMaTH4eckoM pexxuMe HeoOX0IuMo
BBINOJIHUTB CJIEIYIOILYIO 10CIE10BaTEIbHOCTh IeHCTBUIA:

1) B nose «Node ID» BBecTH MOPSIIKOBBIN HOMEpP MOJIYJISl HA IIKHE.

2) BeiOpats HeoOxomumblii (aiin npomueky BI1O, HaxxaB Ha kHONIKY «BpiOpate». [1yTh K
daiiny orobpasurcs B nosie «Daitm».

3) B mosnte «ITaposib» BBecTH ¢ KiaBuatypbl napoib UZOLAI@# miist paspereHus goctymna
Kk m3menenuto BITO momys.

4) Haxarp KHONKY «3arpy3uTh OOHOBICHHE». B Xome mpoiecca aBTOMATHYECKOTO
0oOHOBIIEHHsI Oy1eT OOHOBIATHCS HH(POPMAIHSI B OKHE JIOra U CUETUMKE TIepEeIaHHbIX TAaKETOB.

5) TIlocme oOkOHYaHUsSI 3arpy3kd  OOHOBICHHS ~ HEOOXOIUMO  Mepe3arpy3uTh
MHUKPOKOHTPOJUIEP MOIYJIsi JIMOO CHATHEM NHTaHUs, JTUO0 BBI3OBOM MeToma «12 - Pecrapr

MOTYJISI».

Hns ynanenHod mnepenpomuBku BIIO Moayneit B pydHOM pexnme HEOOX0IUMO
BBITIOJIHUTH CIEAYIOLLYIO TOCIEI0BATENIBHOCTD JEHCTBUM:

1) B nosie «Node ID» BBecTH MOPSIIKOBBIN HOMEpP MOJIYJIS HA IIHHE.

2) B Beimamatoriem MeHIO «MeTo» BeIOpaTh MeToa «4 - KOHTpOb JocTymna», B ImoJie
«[Tapons» BBecTn ¢ knaBuarypsl napons UZOLAI@# mns paspemieHns gocTyna K W3MEHEHHIO
BIIO mozaynst u HakaTh KHONKY «OTIPaBUTh KOMaHIy».

3) BeiOpats HeoOxoauMmbIi ¢aiin npomuky BI1O, Haxxa Ha kHONKY «BreiOpate». [1yTh K
daiimy otobpasurtcs B mosie «Daitm».

4) B BeimagamoneM MeH «Metoa» BbIOpaTh MeTon «7 - YCTaHOBKa MapaMeTpoB
3arpyxaemoro I10». B nonsax «Pasmep», «Bepcusi» u «llepenano» oro6paszutcs uHGOpMaLus o

BIIO. Jlanee He0OX0MMO HaXkaTh KHONKY «OTHpPaBUTh KOMaHTy».
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[lodn. u dama

Wb, N° dyon.

Bzam, uHb. N°

llodn. u dama

Wb, N° noann.

5) B Beimagaromem MeHo «Metoa» BeIOpaTh Meron «8 — 3arpyska BIIO» m Haxathb
KHONIKY «OTHpaBUTh KOMaHAy». Bo BpeMsl 3arpy3Kd UYHCIO 3arpy>KCHHBIX MaKeTOoB Oynaer
otoOpaxathcst B mosie «Ilepemano». 1o 3aBepiieHHUIO 3arpy3kd YHCIO 3arpy>KEHHBIX ITAKETOB
JIOJDKHO OBITH PaBHO OOIIEMY KOJIMYECTBY MaKETOB.

6) B cimyuac mpepsiBaHMsS 3arpy3Kd OpOIIMBKK (HalpuMep, MpoIaio IUTaHHE)
HE00X0IMMO BBI3BaTh METON «6 — UTeHue napameTpoB 3arpyxkaemoro BITIO» u HakaTh KHONKY
«OTtnpaBuTh KOMaHIy». MeToa BepHET HH(POPMAIIMIO O THIE MPOIIUBKH, pa3Mepe MPOITUBKH,
KOHTPOJILHOH CyMMe, OOIeM KOJUYECTBE IaKETOB IPOIIWBKH, 3arpyKEHHOM KOJHWYECTBE
MaKeTOB MPOIIMBKU. B ciydae, eciu TUI MPOIIMBKH, pa3Mep, KOHTPOJIbHAS CymMMma U oOIee
KOJIMYECTBO MAKETOB COBIAJAIOT C 3aJlaHHBIMH B HOBOM CECCHM 3arpy3KH, 3arpy3ka MpOIIMBKU
MOKET OBITh MPOJIOIHKEHA CO CIICAYIONIEro nakera. s mpoJoiKeHUs 3arpy3KH HY)KHO BBI3BaTh
MeTo]; «4 - KoHTponb JocTyma» ¢ BBOJOM HapoJisd C KJIaBUATYPhl AJs pa3pelieHus JocTyna K
u3menenuto BIIO. 3atem mpoomkuTh B LKMKIIE BBI30B MeToAa «8 - 3arpy3ka BIIO». B ciyuae
€CJIM OJIMH W3 MapaMeTpOB He coBmai (HarmpumMep, o0Iee KOJIMIeCTBO MakeToB), 3arpy3ky BITO
ClIelyeT Ha4aTh 3aHOBO, HAYMHAS C II. 2.

7) Tlo oxonuyanuu nukia 3arpy3ku BI1O Bei3Bath MeTos «9 - CoxpaHeHHe 3arpyKEHHOTO
BIIO», HaxxaTh KHONKY «OTIPaBUTh KOMaHAY».

8) s mepeKIIroYeHUs Ha 3arpyKEHHYIO MPOLIUBKY BbI3BaTh MeTOX «3 - [lepekioucHue
BIIO». B none «Tun BIIO» neob6xonumo BBectH Tuil BIIO, Ha KOTOpOE HYKHO MEPEKITIOUUTHCS
1 - 3aBoackoe BIIO, 2 - O6noBusiemoe BIIO. Ilepexmouenne BIIO BO3MOXHO TONBKO €
«3aBojcKoi MpomuBKW» Ha «OOHOBISEMYIO MPOMUBKY» U ¢ «OOHOBISIEMON MPOIIMBKU» Ha
«3aBojckyto npomuBky». [Tocne BBoga tuna BIIO HaxaTh kHONKY «OTHpaBUTh KOMaHIY».

9) s 3aBeplleHUs MEPEKITIOYCHHS HYXHO Tepe3arpy3uTh MHUKPOKOHTPOJUIEP MOYJISL.
[Tepesarpy3ka MoXeT ObITh BBHIMOJTHEHA MO0 CHSITHEM MHUTaHUs, TUOO BBI30OBOM MeToa «12 -

Pecrapt Mmonyns».

4.10.4 Tlpu Haxatuu Ha «HacTpoliku rsyslog» BbI3bIBacTCS OKHO HACTPOWKU OTIIPABKU
JIOTOB Ha IIEHTpaIr30BaHHbIi cepBep (prucyHok 10). DTo MOKET 3HAUYMTENFHO YIPOCTHUTh MPOIIECC
KOHTPOJIS 3a COOBITUSIMM Ha KOMIIBIOTEpax B ceTH. B BbimanaromieM MeHio «Pexxum paboTh»

MOKHO BBIOpaTh «TCP», «UDP», «OTKIHOUUTE».
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Pexcim paBoTel
TCP e
IP agpec Mopt

| 514

ICoxpaHHTb Hacrpoﬁkul

Pucynok 10 — OkHO HacCTpOWKHK OTIPABKHU JIOTOB

4.10.5 Ilpu BwIOOpe «IIpocMOTp cCMapT-AMArHOCTHUKH» BBI3BIBACTCA OKHO CMapT-

JIMAarHOCTUKY Jucka (pucyHok 11).

OueHka wzHoca: wipacxogoeade 0-10% pecypea
OBLLaA CUEHKE 340P0BEA: HOPMANEHOE COCTOAHMWE,

Pucynok 11 — OkHO cMapT-IUarHOCTUKHU AHCKa

4.10.6 ITpu BeIOOpe myHKTa «MHGDOpMAIMs O COCTOSHMA BPEMEHH» BBI3BIBACTCS OKHO

BBIBOJIa MH(POPMAIIH O CHHXPOHU3AIMK BpeMeHHU (PUCYHOK 12).

.—— Source mode '"*' = gerwver, "=' = peer, "$#' = local clock.

/ .- Source state "Y' = current kest, '+' = combined, '-' = not combined,

[ '¥' = may be in error, '~' = too variable, "?" = unusable.

I .~ xMEx [ ¥¥YY ] +/- Zzzz
E 11 Reachability register (octal) -. | xxxx = adjusted offset,
LS 11 LogZ (Polling interval) -—-. | | vyyy = measured offset,
3 |1 Y | | zzzz = estimated error.
r'§ I | | hN
e M5 Name/IF address Stratum Poll Reach LastEx Last sample

~— 151.0.2.54 2 & 17 14 -4058us[-410%us] +/- 23ms

~— unspecified.mtw.ru 2 & 17 28 +720us[ +720us] +/- €1l70us
. A= 892,.241.18.8 3 L7 17 38 +302us [ +302us] +/- 25ms
;E ~% §1.250.68.1%98 2 & 17 54 -13us[ -g4us] +/- 758lus
)
Q
&3
Ca)
<
>
L)
5
X PI/ICYHOK 12 — OkHO BbBIBOJAa I/IH(I)OpMaI_II/II/I O CUHXPOHU3AIlM1 BPEMCHHU
S
o
m -

4.10.7 TIpu BbIOOpe myHKTa «IIMHT JOPyroro ycTpoiCTBa» BBI3BIBAETCS OKHO IHHTA
JPyroro ycrpoictsa (pucyHok 13).

9
S
N
3
]
=
S
S
< /lucm
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[lodn. u dama

WHB. N° dyon.

Bzam. uHB. N°

llodn. u dama

Wb, N° noann.

IP-agpec: (192.168.5.197

PING 192.168.5.197 (192.168.5.197) 56(84) bytes of data.

24 bytes from 192,168.5.197: icmp_seq=1 ttl=128 time=0.936 ms
&4 bytes from 192,168.5.197: icmp_seq=2 ttl=128 time=0.986 ms
B4 bytes from 192.168.3.197: icmp_seq=3 ttl=128 time=1.01 ms
24 bytes from 192,168.5.197: icmp_seq=4 ttl=128 tirme=0.836 ms

--- 192,168.5.197 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 0.8%6/0,961,/1.006/0.041 ms

MuHr CuncTnTE OTmeHa

Pucynok 13 — OkHO nuHTa APYroro ycTpoucTa

4.10.8 B BbInajaromieM MeHI0 KHOIKU «OMNIUU» HaX0IATCsl KHONKU «BbIrpy3ka JIoros Ha
Hakonurenb», «CMEHUTh Napoib» U «HacTpolika napobHBIX MOJIUTHKY.

Haxatne Ha «BpIrpy3ka JI0roB Ha HaKOIUTENIb» YCTaHABIMBA€T WJIM CHUMAeET
coorBercTByromMil ¢uar. Haxarue Ha «CMEHUTb Napojb» BHI3BIBAET OKHO CMEHBI Mapoiis
TeKywmero nmnoias3oBarens. Haxatne Ha «HacTpoilka mNaposibHBIX IOJUTHK»  BBI3bIBACT
OJTHOMMEHHOE OKHO, IJIe MOXHO HACTPOUTh TpeOyeMbie apaMeTpsl napoiis (pucyHok 14). Eciu

«JIumMHT IO BpeMeHU» BBICTaBUTh HA HOJb, TO APOJIb OyeT IeHCTBYIOLIMM OECCPOUHO.

BykBbl BepxHero perncTpa [
Bykebl HukHEre perncTpa |
Uwndpel L]

Cneycumeonel ]

MuH. gnuHa napons
MamwT no Bpemern
Orweria

Pucynok 14 — OxkHO HacTpOHKH MapOIbHBIX MOJIUTUK

Haxas Ha kHonky «[lomoris» 1 B BeINafaromieM cnucke BeiOpaB «O mporpaMmme», MOKHO

y3HaTh TEKYI[He BEPCUH KJIMEHTa U cepBepa (pucyHok 15).
o Bepowa knwenra: 2.4.00
Bepcun cepeepa: 1.12.3

Pucynok 15 — OxkHO HacTpOHKH MapOIbHBIX MOTUTUK
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[lodn. u dama

WHB. N° dyon.

Bzam. uHB. N°

[lodn. u dama

Wb, N° nodn.

4.11 JInsa 3aBepiieHust ceaHca TEKyIIero mojib3oBatens U BbiiTH u3 [1JIK HEeoOxomumo

Ha)XaTh KHOMKY «Bbixoq u3 ceanca» Oyoka (14). UtoObl 3aBepuInTh pabOTy € MPHIOKECHHEM

HE0OXOAMMO Ha)KaThb KHOMKY «Bbixom».

5

5.1 TexHuueckasi noJaep:KKa

BO3MOZKHBIE ITPOBJIEMbI 1 UX PEHIEHHUE

Jiis oOpamieHust B CIOy)O0y TeXHUYECKOW moaaepxku llomp3oBaTeno HEOOXOIUMO

chopMHpOBATh 3ampOC Ha CaliTe TEXHHMYCCKOW MOAepkKu:. https://uzola.ru, mubo oTmpaBUTH

IIHCHMO T10 3JICKTPOHHO# mouTe: info@uzola.ru.

Howmep tenedona rexunueckoit noanepxku [TJIK: +7(920)0722008.
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